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© A method for reporting a break-in into a vehicle equipped with a mobile telephone and for 

monitoring the movements of the vehicle in a PLMN system, and a mobile telephone to be used In 
the method. 



© In a digital PLMN network, the short message 
service of the network can be used for reporting a 
break-in into a vehicle and for monitoring the move- 
ments of the vehicle. An excitation signal arriving at 
the telephone, for example from a sensor at the 
driving wheel lock, causes the telephone to form and 
transmit a short message which includes the clock 
time, the identification data of a support station, the 



address of the short message terminal which is to 
receive the message, and possibly the identification 
data of the vehicle. The location of the vehicle can 
be determined from the support station identification 
data, which support stations transmit as system pa- 
rameters. 
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A METHOD FOR REPORTING A BREAK-IN INTO A VEHICLE EQUIPPED WITH A MOBILE TELEPHONE AND 
FOR MONITORING THE MOVEMENTS OF THE VEHICLE IN A PLMN SYSTEM, AND A MOBILE TELEPHONE 

TO BE USED IN THE METHOD 



The invention relates to a method for detecting 
a break-in into a vehicle equipped with a radio 
telephone, the radio telephone operating in a digital 
PLMN network, particularly in a GSM network hav- 
ing a short message service and/or data service. 
The invention also relates to a mobile telephone 
used in the method. 

As the number of automobiles increases it is 
probable that the number of automobile thefts and 
break-ins will also increase. The target of a theft or 
a break^in will most probably be an automobile with 
something valuable, for example a mobile tele- 
phone. To deter an automobile break-in, and to 
locate a stolen automobile, it is very important to 
know when and where the automobile was stolen or 
broken into. In addition, it would be advantageous 
to know the travel direction of the automobile. 

There is known an automobile radio telephone 
(Motorola NMT-900) having a theft alarm as one of 
its functions. When a theft occurs, the telephone 
places a call to a certain number pre-programmed 
in the telephone. 

Such a prior-art theft alarm for an automobile 
radio telephone is not capable of identifying when, 
where and which automobile has been broken into. 
The alarm thus provides no help in tracing the 
automobile. In addition, there must be someone 
continuously on duty at the telephone if this tele- 
phone is not capable of automatically recording a 
telephone alarm. 

The method according to the invention pro- 
vides functions by means of which a stolen auto- 
mobile with a mobile telephone can rather easily 
be identified and found. The method is intended 
particularly for a mobile telephone in accordance 
with the GSM system to be adopted for use at the 
beginning of next the decade. 

The method requires a GSM network, for it 
utilises the short message service (SMS) or data 
service of the network. The short message service 
of the GSM network is defined in the specifications 
GSM 03.40 (technical realisation of the short mes- 
sage service), GSM 04.08 (mobile radio interfer- 
ence layer 3 specification), and GSM 04.11 (point- 
to-point short message service support on mobile 
radio interference). In the service of the network, a 
short message can be transmitted to a short-mes- 
sage terminal (SME). which can be any terminal, 
an ISDN terminal, a GSM telephone, or PC's or 
computers in a general network, as long as it has 
an understandable address on the basis of which 
the service center (SC) of the network can route 
the message. The method utilises the short mes- 
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sage service of the GSM network in such a manner 
that the GSM network or a larger ISDN network is 
not required to have, in addition to the agreed-upon 
specifications, any specific functions for the im- 

5 plementation of the method according to the inven- 
tion. The mobile originated (MO) case defined in 
the GSM specifications is applied to a short mes- 
sage transmitted by the telephone. 

According to a first aspect of the invention, a 

10 method for detecting a break-in into a vehicle 
equipped with a radio telephone which operates in 
a digital PLMN network, particularly a GSM net- 
work, which has a short message service and/or a 
data service, is characterised in that an excitation 

75 signal arriving at the telephone causes the tele- 
phone ito form and transmit a short message which 
contains the clock time, support station identifica- 
tion data, the address of the short message termi- 
nal receiving the message, and possibly vehicle 

20 identification data. 

According to a second aspect of the invention, 
a radio telephone installed in a vehicle and operat- 
ing in a digital PLMN system, particularly a GSM 
system, the telephone automatically reporting a 

25 break-in into the vehicle, and having an MO mes- 
sage transmission in accordance with the GSM 
specification is characterised in that the telephone 
has a circuit arrangement which forms a short 
message including the clock time, the location of 

30 the telephone to the accuracy of a support station, 
the address of the receiving short message termi- 
nal, and the vehicle identification data, and that the 
telephone has a connection for an initial excitation 
signal which will initiate the formation of a short 

35 message and the transmission of a mobile origi- 
nated message. 

An excitation signal arriving at the telephone 
may be simply an on/off signal indicating that the 
automobile has been broken into or that the auto- 

40 mobile has been stolen. The signal may come from 
a sensor connected, for example, to the window 
pane, driving wheel lock or some other component 
of the- automobile. In the event of a break-in or 
unauthorised use, an excitation signal will proceed 

45 to the mobile telephone and within it to the circuit 
which will initiate the short message procedure. 
Thereafter the mobile telephone will form a short 
message including the clock time of the event; the 
address of the recipient of the message, stored in 

so advance in the memory of the telephone; and sup- 
port station identification data. System parameters 
transmitted by a support station are. primarily used 
for the identification of the support station. In addi- 

2 
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tion, the identification data of the automobile are 
added to the short message. 

After the short message has been formed it is 
automatically transmitted, the support station relay- 
ing the short message to the network service cen- 
tre (SC), which will route the message to the recipi- 
ent, which is the short message terminaJ SME. The 
entire operation will take place unknown to the 
thief. 

The method can also be applied to automatic 
monitoring of the movements of a vehicle. In this 
case the excitation signal, an on/off signal, arriving 
at the telephone, is given by suitable arrangements 
at regular time intervals. In this case the recipient 
of the short message transmitted at time intervals 
knows where a certain automobile is at each given 
time and in what direction it is travelling. 

The method according to the invention is de- 
scribed with reference to the accompanying Fig- 
ures, in which; 

Figure 1 depicts diagrammaticaliy an example of 
the progress of a signal, and 
Figure 2 depicts the determination of the loca- 
tion of the telephone during its movement. 

Figure 1 depicts the principle of the method. 
An on/off signal is received by the mobile tele- 
phone via either a wired or a wireless route from a 
sensor detecting a break-in or a theft. In the tele- 
phone 1 , the signal initiates the forming of a short 
message and a mobile originated (MO) call. The 
mobile telephone 1 then forms a short message 
SM, which includes the clock time, the location of 
the event to the accuracy of a support station, the 
automobile identification data, and the address of 
the recipient. The support station data are obtained 
from the system parameters transmitted by the 
station. The clock time appended to the message 
by the short message forming procedure is ob- 
tained from the clock of the telephone or from a 
support station. The message is relayed via a sup- 
port station to the GSM network, in which it will 
proceed to the recipient's short message terminal 
(SME) 2, which may be an ISDN terminal, a GSM 
telephone, or a PC or computer operating in a 
public network. The requirement is that the terminal 
has an address to which the service centre can 
direct the short message transmitted by the tele- 
phone of the automobile which has been broken 
into or stolen. 

Figure 2 depicts a cellular GSM network. Let 
us assume that at the time of the break-in or theft 
of the automobile the telephone 1 is within the 
support station identification area C2. The on/off 
signal initiates in the telephone the short message 
formation procedure, whereby a short message in- 
cluding the information referred to above is trans- 
mitted automatically. The identification data of the 
station C2, which the telephone receives as a sys- 



tem parameter, are appended to the short mes- 
sage. Now the recipient knows that the automobile 
has been broken into. If it is desired to know the 
travel direction of the vehicle, an automatic travel 

s monitoring system will be used: after the first exter- 
nal on/off signal the telephone will give at suitable 
time intervals an internal excitation signal, where- 
upon the short message is transmitted regularly. 
When moving via cell D3 to cell E4, the telephone 

70 transmits the identification data of these support 
stations and the other identification data mentioned 
above, whereupon it will be possible, on the basis 
of the support station data, to determine the travel 
direction of the automobile. 

75 The method according to the invention is very 

advantageous to implement. No special properties 
in addition to those already specified are required 
of the relay network itself. The telephone is re- 
quired only to have the short message (SMS) for- 

20 ming procedure and the transmission of the mobile 
originated (MO) message, which has already been 
defined in the GSM specification. !n addition, the 
physical connection to the outer world is simple, 
only an on/off signal. No alphabetical keyboards 

25 complicating subscriber connection of the short- 
message (SMS) need to be connected to the tele- 
phone. The message transmitted by the telephone 
can be transmitted to anyone, for example to the 
police or to automobile rental operators, in which 

30 case they know when and where an automobile 
was broken into. Transportation firms can use the 
invention for monitoring the movements of their 
vehicles within the entire area of Europe, as can 
the army for monitoring the movements of their 

35 own vehicles, since GSM radio frequencies are well 
protected. By carrying out measurements it is pos- 
sible to examine the next closest support station or 
support stations in order to know at which point in 
a cell the telephone was at the time concerned. 

40 Such location determination based on coordinates 
is more precise and is not tied to the support 
station density. An expert in the art can foresee 
numerous applications while remaining within the 
scope of protection of the Patent Claims. 

45 

Claims 

1. A method for detecting a break-in into a vehicle 
so equipped with a radio telephone which operates in 
a digital PLMN network, particularly a GSM net- 
work, which has a short message service and/or a 
data service, characterised in that an initial excita- 
tion signal arriving at the telephone (1) causes the 
55 telephone to form and transmit a short message 
which includes the clock time, support station iden- 
tification data, the address of the receiving short 
message terminal (2), and possibly the identifies- 
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tion data of the vehicle. 

2. A method according to Claim 1 , characterised in 
that the address of the short message terminal (2) 
receiving the message has been stored in advance 

in the memory of the telephone (1 ). 5 

3. A method according to Claims 1 and 2, charac- 
terised in that the service centre of the GSM sys- 
tem routes the short message to the receiving 
short message terminal (2) indicated by the ad- 
dress included in the message. 10 

4. A method according to Claim 1 , characterised in 
that the initial excitation signal is an on/off signal 
received from a sensor outside the telephone 
adapted to detect theft of, or a break-in into, the 
vehicle. is 

5. A method according to Claim 1 , characterised in 
that a series of subsequent excitation signals is 
formed at regular intervals after the initial excitation 
signal, in which case the travel route of the vehicle 

can be determined from Xhe location information 20 
included in the short message transmitted. 

6. A radio telephone installed in a vehicle and 
operating in a digital PLMN system, particularly a 
GSM system, the telephone automatically reporting 

a break-in into the vehicle, and having an MO 25 
message transmission in accordance with the GSM 
specification, characterised in that the telephone 
has a circuit arrangement which forms a short 
message including the clock time, the location of 
the telephone to the accuracy of a support station, 30 
the address of the receiving short message termi- 
nal, and the vehicle identification data, and that the 
telephone has a connection for an initial excitation 
signal which will initiate the formation of a short 
message and the transmission of a mobile origi- 35 
nated message. 

7. A radio telephone according to Claim 6, charac- 
terised in that the initial excitation signal is an 
on/off signal received from a sensor outside the 
telephone adapted to detect theft of, or a break-in 40 
into, the vehicle. 

8. A radio telephone according to Claim 6, charac- 
terised in that a series of subsequent excitation 
signals is" formed within the radio telephone itself at 
desired time intervals after the initial excitation sig- 45 
nal. 
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